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Abstract—Digital Social Media provides an excellent
communication platform through countless application such
as online forums, chatting channels, video streaming and
blogs. The greatest technological invention ever discovered
and gaining fast popularity globally among internet user.
Unfortunately, Social Media comes with several risks,
especially the cybersecurity risks that could cause serious
impacts to the cyber community. Cybersecurity risks are
currently becoming serious issues in Social Media. The
excitement of sharing their activities, statuses, locations,
feelings, they do not realize that the information they shared
could contribute to the critical cybersecurity risks. Hence,
the objectives of the research are to determine the critical
cybersecurity risks in social media digital platforms; and to
discuss their criticalness for three information security core
principles. Questionnaires were distributed to various cyber
community, including professional and non-professional
user that commonly used social media digital. The findings
show that the most critical cybersecurity risks on the three
core principles of information security requirements are
Identity Theft; Information Manipulation; Cyber Assault/
Bullying; Information Theft; Espionage; and Privacy
Violation. Findings also highlights other critical
cybersecurity risk factors in digital social media. Through
the findings, cyber community would be able to identify the
critical cybersecurity risk factors and address them
effectively.

Index Terms—cybersecurity risk, digital social media,
internet society, privacy violations, identity theft, social
engineering

I.  INTRODUCTION

Cybersecurity is beyond securing a perimeter around
individual’s digital or virtual assets [1]. It entails a
comprehensive understanding of every element that
might enable penetration, interaction and compromise,
and that could lead to catastrophic events or risks. Digital
Social Media is among the most popular communication
platform for the entire cyberspace community ecosystem
that grip into every element of our social, professional
and personal lives. Moreover, digital social media is
considered as the new telecom; essentially it has become
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the preferred way to communicate among friends,
colleagues, and even adversaries [1]. Unfortunately,
digital social media could enable threats and
vulnerabilities that lead to cybersecurity risks to cyber
community and the organizations. There is a wide range
of the cybersecurity risks have been identified from
technology-driven to human factor risks in nature.

This paper explores the empirical findings on the
cybersecurity risk factor criticalness for digital social
media. The study focuses into criticalness level of 18
cybersecurity risk factors for each three core principles of
information security requirements.

Il. DIGITAL SOCIAL MEDIA, INFORMATION SECURITY
AND CYBERSECURITY RISK

A. Digital Social Media and Information Security

A generic definition for the term “social media” is
given as “... the set of Web-based broadcast technologies
that enable the democratization of content, giving people
the ability to emerge from consumers of content to
publishers [2]. With the ability to achieve massive
scalability in real time, these technologies empower
people to connect with each other to create (or co-create)
value through online conversation and collaboration” [2].

Another definition of social media by Merriam-
Webster is “form(s) of electronic
communication.....through which user creates online
communities to share information, ideas, personal
messages, and other content” [3]. Besides the excitement
of sharing information about their activities, status,
location, feeling, etc, they do not realize that the
information that they share in digital media social could
contribute to the cybersecurity risks that might be
difficult to manage and mitigate. The similar principles of
information security risk [4] was adopted to redefine the
new term of cybersecurity risks nature. Cybersecurity
risks are the chances of electronic forms of threats action
on core principles of information security [5] such
confidentiality, integrity, availability to cause impact
contributed to security incidents. Hence the study
analyzed the criticalness level of cybersecurity risks
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factor for these three core principles of information
security [5].

B. Cybersecurity Risk Factors

Cybersecurity is the body of technologies, processes
and practices designed to protect networks, computers,
programs and data from attack, damage or unauthorized
access [6], [7]. In a computing context, the term security
implies cybersecurity. According to a recent research and
analysis of U.S. spending plans, the federal government
has allotted over $13 billion annually to cybersecurity
over the next five years [6]. But then, another critical
aspect of cybersecurity is the human factor that could also
consider among challenging issues to manage and
mitigate. Common Cybersecurity Risk Factors such
Phishing Ponds, Privacy Violation, Risk of Losing the
legal battle, Corporate Espionage, Viruses and Malware,
Productivity Loss [7], [8]. Table I highlight 18 generic
cybersecurity risk factors involved in the study.

TABLE I.  GENERIC CYBERSECURITY RISK FACTORS
Falcltjo rs Cybersecurity Risk Factors Ref.
R1  |ldentity Theft 7,8,9,10
R2  |Viruses and Malware 7,8
R3  |Cyber Crime 7,8,13,14
R4 | Attack of the Software 7,8,16
R5  |Productivity Loss 8
R6  |Risk of Losing the Legal Battle 8,10
R7 Corporate Espionage 8, 10
R8  |Espionage 8,10
R9  |Terrorisms 8, 10, 16
R10 |Information manipulation 8,11, 12
R11 |Cyber Assault/ Bullying 8,12
R12 |Advanced Persistence Threats 8,12
R13 |Information Theft 8,12
R14  |Phishing Pond 8,12
R15 |Privacy Violation 8,12
R16 |Cyber Attacks 8,12,15
R17  |Insider 8,13
R18 |Transactional 8,13, 16

Cybersecurity is becoming increasingly important as
more information and technology are being uploaded in
cyberspace. This has led to new terms such as
cyberwarfare and cyberterrorism. More and more critical
infrastructure is being controlled via computer programs
that, while increasing efficiency, exposes new
vulnerabilities [9]-[17]. The test will be to see if
governments and corporations that control critical
systems such as energy, communications and other
information will be able to prevent attacks before they
occur [17].

C. Cybersecurity Issues and Challenges in Digital
Social Media

Digital Social Media is gaining fast popularity among
internet user globally. Unfortunately, Digital Social
Media does not always provide a positive outcome and
the desired benefit. It comes with several risks, especially
the cyber security risks that could cause serious impact to
the organization and cyber community. Cybersecurity
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risks are currently becoming serious issues in digital
social media due to the increasing number of social media
population. Cybersecurity risks caused by common risk
factors, which are threats and vulnerability of information
in social media. Social media allows social engineer use
the psychological manipulation of people into performing
actions of confidential information for the purpose of
information gathering, fraud or system access [18], [19].
Digital Social Media becomes the source of information
for Social Engineer to capture and harvest useful
information for the purpose of the cyber-attack.

Therefore, this study will explore and determine the
critical cybersecurity risk in digital social media
networking as a preliminary study for technology and
human factor aspect of cybersecurity risk.

I1l. RESEARCH METHODOLOGY

A study using questionnaire survey was applied in this
research. Five-Point-Likert-Scale was used to measure
the criticalness of cybersecurity risk factors. Both
primary and secondary data were used in order to
accomplish this research objectives. Cybersecurity risk
factors as described in the previous section were used to
determine whether similar risk factors exist and how
critical are they for Malaysian social media digital users
and cyber communities.

IV. RESEARCH MODEL

The research model in Fig. 1 is built based on the
combination of several past literatures instead of a single
research model.

Refer to Table | for a list of generic cybersecurity risk
factors. The research model discussed the cybersecurity
risk factors in digital social media. Eighteen (18)
cybersecurity risk factors were used in the research to
determine their ranking based on risk criticalness in
Digital Social Media. Fig. 1 illustrates the model of the
research.

Generic
Cybersecurity Risk
Factors

Digital Social

Media

Cybersecurity
Risk Factor
Level

Critical
Cybersecurity Risk in
el Digital Social Media

R1, R2,R3, R4,
RS, R6, R7, RS,
R9, R10, R11,
R12, R13, R14,
R15, R16, R17,
R18

Confidentiality

Integrity

Availability

Figure 1. Research model.

V. FINDINGS AND DISCUSSIONS

The survey questionnaire captured background data of
respondent profiles for 33 respondents from various cyber
community and knowledge society individual in Malaysia.
This section discusses respondents” demographic profile,
social media digital cybersecurity core principles analysis,
cybersecurity risk factors, as well as results of critical
cybersecurity risk factors in social media digital.
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The Analysis of both of these primary data was
supported by the application of appropriate statistical
techniques. The analysis led to several significant
discoveries and expansion of existing knowledge. This
section discusses the findings of the study in detail.

A. Respondents’ Demographic Profiles

Respondents”  demographic  profile  examined
respondents’ personal gender, age, professional
experiences, organizational sectors and their industrial
involvements. Most of them are the professional and
senior executives from various organizations and
institutions in Malaysia.

Therefore, the analysis showed that most of the
respondents were considered as appropriate professional
that possess sufficient experience to response to the entire
question trustfully and accurately. Table 11 summarized
the demographic profiles of respondents involved in the
study.

The value 0.7 used as a benchmark value for reliability
test by others the researchers [20], [21], the scale for
these construct were considered to exhibit an acceptable
reliability.

TABLE Ill. RELIABILITY TEST RESULTS
Digital Socigl Mgdia ) Items Cronbach’s N
Cybersecurity Risk Requirement Alpha Value
Confidentiality 18 0.970 33
Integrity 18 0.964 33
Availability 18 0.980 33

Note: Items - Number of variables, N - Total Number of Respondents

C. Results of Cybersecurity Risk Critical Level on
Social Media Digital

Three core principles of information security
requirements (Confidentiality, Integrity and Availability)
were considered in order to measure the critical level of
cybersecurity risks for digital social media. This section
discusses the critical level of 18 cybersecurity risks for
each information security requirement core principle.

TABLE Il. RESPONDENT’S DEMOGRAPHIC PROFILES DATA ; o Lo L .
1) Confidentiality principle: Critical cybersecurity
Respondent’s Demographic Items risk factors in digital social media
Respondent’s Gender Frequency | Percentage The highest mean in Table IV represents the most
Male 18 54.5 % critical cybersecurity risk affected the data confidentiality
Female 14 424 % in digital social media while the lowest mean represents
Respondent’s Age Frequency | Percentage the least critical. Identity Theft is considered as the most
26— 30 years 7 212 % critical cybersecurity r!sk f(_alct_ors (mean _ valu_e = 3.97)
31— 35 years 8 242 % from the study. Confidentiality of the identity should
ii *jg years g 1332;0 become a serious concern in digital social media because,
4650 zzg:z ) 619 any unauthorized access to social media account could
> 50 years 3 9.1% cause to other vulnerabilities.
Working Experiences Frequency | Percentage
TABLE IV. RESULT: MEAN SCORE RANKING FOR CRITICAL
<5years 9 27.2% CYBERSECURITY RISKS LEVEL IN DIGITAL SOCIAL MEDIA
6 — 10 years 5 15.2% (CONFIDENTIALITY PRINCIPLE)
11 - 15 years 2 6.1 %
— 0, i iali iti
i520 223{;&35 161 ?gg O;o Cybersecurity Risk Factors Confidentiality Criticalness
Y _ . L7 (Number of Cases = 33) Mean Std. No. Rank
ICT Security Experiences Frequency | Percentage i Deviation
0 Year 7 512% Identity Theft _ __ 3.97 1.121 1
1-3years 14 424 % Information manlpulqtlon 3.94 1.014 2
4 6 years 5 15.2 % Cyber Assault/ Bullying* 381 0.859 3
> 6 years 7 212 % Information Theft 3.75 1.218 4
Organizational Sector Frequency | Percentage Privacy Violation 3.66 0.937 >
- - Cyber Crime 3.63 1.040 6
Government - Link — Companies Sector 3 9.1 % Phishing Pond 363 0976 6
Government Sector 28 84.9 % Cvber Attacks 359 0.946 7
Private Company Sector 2 6.1 % Y - -
Advanced Persistence Threats 3.56 1.045 8
Industry Involvement Frequency | Percentage Productivity Loss 356 0.840 8
Creative Technology 2 6.0 % Terrorisms 3.56 0.801 8
Healthcare Private 2 6.0 % Espionage 3.53 1.016 9
Healthcare Government 1 3.0% Insider 3.50 1.047 10
Higher Education 23 69.7 % Transactional 3.50 0.880 10
Information Communication Technology 2 6.0 % Risk of Losing the Legal Battle 3.50 0.762 10
Services 3 9.1% Corporate Espionage 3.50 0.803 10
Total 33 100% Viruses and Malware 3.44 1.014 11
Attack of the Software 3.34 1.004 12

B. Reliability Test

Cronbach’s Alpha Coefficient was used to test the
survey item’s reliability. A coefficient value which is
closer to “1” is required. The Cronbach Alpha value of
Cybersecurity risks in term of Confidentiality, 0.970;
Integrity, 0.964 and Availability, 0.980 are high. Since all
items in the Table 11l had a reliability of more than 0.7.
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The second critical cybersecurity risk factors was
Information manipulation (mean value = 3.94). This risk
factor is caused by unauthorized access to user account
digital social media. When the unauthorized users access
the system, they are able to manipulate the information
associated with the account.
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The third critical cybersecurity risk factors was cyber
assault/ bullying (mean value = 3.81). Cyber assault/
bullying normally happen when an attacker able to access,
analyze most of the confidential personal data and
reformulate the meaning of the data and execute the
attack.

Conversely, the least critical cybersecurity risk factors
of the study is determined by the lowest min score value.
Data analysis results discover mean value, 3.34 for
Attack of the Software is considered as least critical
cybersecurity risks on confidentiality issues in digital
social media.

2) Integrity principle: Critical cybersecurity risk
factors in digital social media

The highest mean in Table V represents the most
critical cybersecurity risk affected the data integrity in
digital social media while the lowest mean represents the
least critical. Cyber Assault/ Bullying is considered as the
most critical cybersecurity risk factors (mean value =
3.81) from the study. Cyber Assault/ Bullying perpetrated
by an intentional threat source that attempt to alter its
data or its operations in personal digital social media
account. This active attack could affect the integrity of
the victim profile information and post information for
their account. For more extreme cases, this cybersecurity
risk gives serious psychological impact that affected the
emotion, behavior, safety and security of the victim.

TABLE V. RESULT: MEAN SCORE RANKING FOR CRITICAL
CYBERSECURITY RISKS LEVEL IN DIGITAL SOCIAL MEDIA (INTEGRITY

Manipulation risk contributes to the lack of
data/information integrity in digital social media.

The third critical cybersecurity risk factors was
espionage (mean value = 3.72). Espionage is the act of an
individual who obtaining information considered as
secret or confidential without the permission of the holder
of the information. Espionage was considered as the most
effective ways to gather data and information about
enemy through the pool of information available in
digital social media platform for the entire network of
digital social media.

On the contrary, the results of the study also showed
that the most least critical cybersecurity risk factors on
integrity issues were also Attack of the Software.

3) Availability principle: Critical cybersecurity risk
factors in digital social media

The highest mean in Table VI represents the most
critical cybersecurity risk affected the data availability in
digital social media while the lowest mean represents the
least critical. Looking into available principle in digital
social media, Privacy Violation is considered as the most
critical cybersecurity risk factors (mean value = 3.81)
from the study. When wusers’ personal data and
information are widely available for public views and
disseminate through digital social media without careful
control, it could lead to critical risk of privacy violation
due to personal-profile data leakage. Personal-profile data
such as chat logs and photos were the source of
information for personal privacy violation.

PRINCIPLE)
. . Integrity Criticalness TABLE VI. RESULT: MEAN SCORE RANKING FOR CRITICAL
Cybersecurity Risk Factors Std CYBERSECURITY RISKS LEVEL IN DIGITAL SOCIAL MEDIA
(Number of Cases = 33) Mean - No. Rank (AVAILABILITY PRINCIPLE)
Deviation
Cyber Assault/ Bullying* 3.81 0.693 1 Cybersecurity Risk Factors Availability Criticalness
Identity Theft* 3.78 0.870 2 _ Std.
Number of Cases = 33 dat
Information manipulation* 3.78 0.806 2 ( ) Mean Deviation No. Rank
Information Theft* 3.78 1.008 2 Privacy Violation* 381 0.931 1
Espionage* 3.72 0.772 3 Information Theft* 3.78 1.039 2
Privacy Violation 3.69 0.693 4 Identity Theft* 3.75 1.047 3
Advanced Persistence Threats 3.66 0.701 5 Cyber Assault/ Bullying* 3.75 0.9158 3
Cyper Crime 3.63 0.833 6 Information manipulation 3.72 1.023 4
Insider : 363 | 0.751 6 Cyber Attacks 371 0.924 5
Corporate Espionage 3.56 0.670 7 Espionage 3.69 0.820 6
Cyber Attacks 3.56 0.759 7 Transactional 3.66 0.901 7
PrOdUCt'\.”ty Loss 3.56 1.047 7 Corporate Espionage 3.65 0.937 8
Transactional 353 | 0803 8 Altack of the Software 363 0.975 9
Risk of Losing the Legal Battle 3.53 0.842 8 Productivity Loss 3.62 0.870 10
Phishipg Pond 3.53 0.915 8 Cyber Crime 360 0.942 10
Tgrrorlsms 3.44 0.759 9 Advanced Persistence Threats 3.59 0.837 11
Viruses and Malware 3.38 0.870 10 Insider 3.59 0.910 11
Attack of the Software 3.31 0.859 11 Terrorisms 356 0.981 12
. A B Phishing Pond 3.56 1.045 12

The second critical cybersecurity risk factors were Risk of Losing the Legal Battle |3.50 0.983 13

Identity Theft, Information Manipulation and Information Viruses and Malware 350 1.016 13

Theft (mean value = 3.78). The risk of Identity Theft and
Information Theft might jeopardize the integrity of data
owned by digital social media users. For any
computerized system, including digital social media,
users can be recognized through identity. If the identity
was stolen, the thief will pretend as he/his is the owner of
the particular online social media account. This will give
an opportunity to unauthorized data modification through
undetected manner. Meanwhile, an Information
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The second critical cybersecurity risk factors was
Information theft (mean value 3.78). When the
Personal-profile data were easily available through digital
social media, the possibility of information theft is higher.
Social Engineering skills are needed in most of the
information theft activities in digital social media.
Therefore, cyber community should be aware for any
suspicions individual questions, wall statement, and
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message posted in digital social media. It could be an
attempt for Information theft activities.

The third critical cybersecurity risk factors was
Identity Theft and cyber assault/ bullying (mean value =
3.75). There are several reasons why identity theft and
cyber assault/bullying become a serious concern in digital
social media. Reconstruction of the piece or a fraction of
the information available in digital social media allows
the attacker to commit launch identity theft and cyber
assault/bullying either intentionally or unintentionally
purpose. Cyber assault/ bullying normally happen when
an attacker able to access, analyze most of the available
personal-profile data and reformulate the meaning of the
data and execute the attack.

In terms of critical cybersecurity risks on available
principle, the least critical cybersecurity risk factors is the
Risk of Losing the Legal Battle. The information shared
in digital social media was inconsistent and intentionally
was manipulated which lead to inaccurate perception and
judgment.

4) Analysis summary results: The most critical
cybersecurity risk on information security requirement
for digital social media

Analysis results in Table VII summarize the top 6 most
critical cybersecurity risks on confidentiality, integrity
and availability of the information in digital social media.
The results of the findings able to quantify the criticalness
of cybersecurity risk, therefore an appropriate planning

for the risk control could be implemented more
effectively.
TABLE VII. RESULT: MEAN SCORE RANKING FOR THE MOST

CRITICAL SoCIAL MEDIA CYBERSECURITY RISKS ON INFORMATION
SECURITY REQUIREMENT

Cybersecurity Criticalness Level
Risk Factors - o - ST
(Number of Confidentiality Integrity Availability
Cases =33) | Mean | Rank | Mean | Rank | Mean | Rank
Identity Theft* | 3.97 1 3.78 2 3.75 3
Information
manipulation* 3.94 2 3.78 2 3.72 4
Cyber Assault/ | 361 | 3 | 381 | 1 | 375 | 3
Bullying*
Information
Theft* 3.75 4 3.78 2 3.78 2
Espionage* 3.53 9 3.72 3 3.69 6
Privacy
Violation* 3.66 5 3.69 4 3.81 1

As shown in the Table VII, high critical digital social
media cybersecurity risk factors against three core
principles of information security requirement discovered
through this study. Top 6 cybersecurity risks, such as
Identity Theft; Information Manipulation; Cyber Assault/
Bullying; Information Theft; Espionage; and Privacy
Violation were identified and quantified through a
systematic approach. But then, the criticalness of the
cybersecurity risks is determined by mean score for each
information security requirement core principle were
differently interpreted. The study highlight, the most
critical cybersecurity risks on confidentiality is Identity
Theft. Then, the most critical cybersecurity risks on
integrity principle is Cyber Assault/ Bullying. Meanwhile,
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the most critical cybersecurity risk on availability core
principles is Privacy Violation. Thus, cyber community,
especially digital social media users should be alert on
these critical cybersecurity risk that could influence their
digital culture lifestyle.

VI. CONCLUSION

Besides the benefits gained from digital social media
as an effective platform for communication and online
marketing tool among cyber community, there are still
potential risks need to consider. Serious consideration of
the cybersecurity risk factors is needed in order to ensure
safety and security of digital social media users.
Eventually, the findings possibly will provide significant
empirical evidence of critical cybersecurity risk factors
arise in the digital social media platform.

The findings show that similar cybersecurity risk
factors extracted from previous literature also exist in
digital social media. However the criticalness of these
factors were differently interpreted and discussed. For the
confidentiality issue, ldentity Theft is considered as the
most critical. From the integrity perspective, Cyber
Assault/  Bullying considered the most critical
cybersecurity risk. Meanwhile, from the availability
aspect, Privacy Violation considered as the most critical.

Furthermore, these findings give some significant
contributions towards implementing the best practices in
digital social media interaction and user account activities.
An Empirical evidence from the analysis gives an
indicator for more cybersecurity awareness programs to
cyber community, practitioners and cybersecurity
professional or expert on the critical cybersecurity risks
that commonly arise in digital social media. These
significant findings could be useful for them to plan an
appropriate effort to manage, control and mitigate the
cybersecurity risks effectively through several strategic
approaches. Finally, they could get optimum benefit from
the usage of digital social media in their digital social
lifestyle.
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