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Abstract—In aclustered sensor network, a CH (Cluster
Head) plays a role of local data collector and deliverer of the
collected data to the sink. That is the reason why we should
protect a CH election process from internal and external
attackers. Even though many schemes for the protection of
CH election have been proposed, there has been little
attention to compromise of CHs during the data forward
phase. However, if we rotate a CH role among members
during the data forward phase, we can reduce the data
volume exposed to attackers even though a CH is
compromised. In this paper, we propose a scheme which
rotates a CH role among trustworthy members as well as
protects a CH election. Our security analyses show that our
scheme reduces CH role duration time of compromised CHs
and consequently the data volume that the compromised
CHs can obtain. Besides, our performance analysis shows
that our scheme outperforms a rival scheme in terms of
communication and computation overheads.

Index Terms—secure cluster head election, rotation-based
cluster head election, secure cluster
formation,wirelesssensor network

I.  INTRODUCTION

A prominent advantage of clustering in wireless sensor
network is saving energy consumption of nodes and
consequently extending the lifetime of network. In many
cases, a cluster holds a local aggregator which is called a
CH (Cluster Head) which collects data from its members
and delivers the collected data to the sink. Due to the
crucial functions of a CH, attackers will try to become a
CH or compromise a CH [1]. Therefore, assigning a CH
role to a legal and eligible node has attracted a lot of
attention from researchers and some schemes [2]-[5] are
part of those research efforts.

Holczer et al. proposed a distinctive scheme [5] which
deviates from such a research trend. In Holczer’s scheme,
a CH election is hidden not only from external attackers
but also from eligible members. However, the scheme
cannot prevent a compromised node from declaring itself
as a CH since it never tries to find suspected nodes
among normal nodes and to expel them from the network.
Even worse, if a compromised node is elected as a CH at
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the beginning of a round, it can keep collecting data from
members during the rest time of the round.

This paper is an initial effort of resolving the problem.
First, our scheme estimates the trust level of nodes and
expels some disreputable nodes at the beginning of a
round. Next, our scheme periodically rotates the CH role
among the trustable nodes to reduce the size of data
volume disclosedto a CH during the remaining time of
the round.

Our paper is organized as the following. Some CH
election schemes are reviewed in Section 2. Section 3
first provides the backgrounds of our scheme and then the
details of our scheme are unfolded in Section 4. Section 5
analyzes the security and performance aspects of our
scheme and a rival scheme and conclusion is drawn in
Section 6.

Il. RELATEDWORK

Random number based election was first introduced in
[2]. The first step of the election is to make and share the
common random number among members and the second
step is to elect a CH using the common random number.
That is, we can get a remainder dividing the common
random number by the number of members and the
remainder indicates the position of the CH in the member
list. The authors of [2] divide the election into three sub-
methods following how to generate and distribute the
common random number; Merkle’s puzzle based scheme,
commitment based scheme, and seed based scheme.

In the first scheme, the Merkle’s puzzle is employed
for distributing pairwise keys between the current CH and
its members. Then, each member generates a random
number and encrypts it with its pairwise key and adds the
encrypted random number into the received sum if there
is a received sum. Then it delivers the updated sum to one
of other members. These actions are repeated at every
member and the last member plays a role of broadcaster
of the total sum. Next, the current CH broadcasts all
pairwise keys to members to help them convert the total
sum into the plain sum using the double additive
homomorphic encryption [2]. The plain sum plays a role
of the common random number.

Commitment scheme first forces each member pair to
establish a pairwise key. Then, whenever a new CH is
required, each member makes a commitment for its
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random number which is the random number’s ciphertext
and delivers it to other members in the P2P way. Then, it
delivers the original random number to other members to
help them verify the corresponding commitment and add
the random number into the common random number.

The seed based scheme first makes each member
generate its seed which is an initial random number and
distribute the seed through a broadcast. Whenever a new
CH is needed, each member generates an availability
message representing its election participation and
broadcasts it. As soon as members get an availability
message, they produce the sender’s new random number
using its seed and the election round number. Finally,
members add those new random numbers into the
common random number to decide a new CH.

In the Merkle’s puzzle based scheme, three main steps
(that is, the pairwise key establishment, creation of the
common random number, and the pairwise key
distribution) are burdensome to sensor nodes in terms of
communication and computation overheads. Even though
two other schemes are more lightweight than the
Merkle’s puzzle based scheme, they are vulnerable to
transmission  avoidance and  selective  message
transmission. They are harmful to a CH election protocol
because the transmission avoidance arbitrarily changes a
CH election result and the selective message transmission
splits one election result into multiple ones.

Dong’s scheme [3] focuses on preventing external
attackers from taking part in a CH election. Its strength
highly depends on the ID assignment scheme that ties a
node’s ID, its ‘Yes’ and ‘No’ key chains and its
polynomial shares. Whenever a new CH election is
required, each member broadcasts a ‘Yes’ key to
participate the CH election or a ‘No’ key to give up the
CH election participation. Among the active members, a
real CH is selected in the round-robin manner. Due to this
predictable feature, a compromised node can avoid
transmitting a message to change the CH election result
or selectively transmit a message to split the CH election
result.

Buttyan’s scheme [4] was the first scheme that veiled a
CH election process from external attackers. Since the
veiling mechanism highly depends on an encryption and
the corresponding decryption, the scheme is robust
against external observers while it is still vulnerable to an
internal observer’s eavesdropping. Furthermore, the
scheme cannot prevent the internal observer from
declaring itself as a CH illegally.

Contrarily, Holczer’s scheme [5] hides the CH election
process from not only external observers but also internal
observers. In the first step, each member decides to
become a CH depending on the CH winning probability.
In the second step, each member investigates whether a
member which decided to become a CH exists or not.
Since the investigation discloses not which node decided
to take over the CH role but there exists such a node, it is
robust against internal observers as well as external
observers. Although the authors in [6] commented that
the Holczer’s scheme is one of the most secure schemes,
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it is also vulnerable to an illegal CH declaration of a
compromised node.

I1l.  NETWORK AND THREAT MODEL

A. Network Model

We assume that sensors are scattered into a mission
field by an aircraft and they securely form clusters after
the deployment using some promising schemes [1], [7],
[8]. During the cluster formation, each member pair also
establishes a pairwise key with each other. Then, our
scheme removes some untrustworthy nodes from CH
candidates. Next, our scheme elects a CH node among the
survivors depending on a predefined probability and the
elected CH advertises its role. Then, the elected CH
aggregates the data from members and the CH forwards
the aggregated data to the sink. These two steps of the
CH election and the data aggregation and forward are
repeated until the end of the round to mitigate the threat
of a compromised CH. When a round ends, those three
steps after the cluster formation are starts again. Fig. 1
shows the flowchart of our scheme’s network operation.
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Figure 1. Network operation of the proposed scheme.

B. Threat Model

A compromised node is assumed to advertise a CH
role regardless of its eligibility during every CH election
period. This malicious action’s impact on the network is
very clear. The compromised node can keep maintaining
a CH role until it is identified as a malicious node and
screened out of the network. So, it can obtain a large
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amount of traffic from members illegally. Especially, as
long as the compromised node behaves like a normal
node, other nodes can hardly identify such a node and
exclude it from the network. To our best knowledge, the
only way to prevent this malicious action is to rotate a
CH role among behaving members in a round-robin
manner.
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Figure 2. Timeline of the proposed scheme’s network operation.

IV. ROTATION OF CLUSTER HEAD
AMONGTRUSTWORTHY NODES

External adversaries are assumed to be removed from
the CH candidatesover the course of the cluster
formation.Recall that some promising cluster formation
protocols [1], [7], [8]can be employed to attain the
purpose.Note that each member pair in a cluster has
established a pairwise key before entrance of the CH
election process.Adversaries referred in the rest of this
paper mean the internal nodes which take part in the CH
election process.Two steps constitute a round in our
scheme. The first step screens out some suspected nodes
from CH candidates. To screen out some misbehaving
nodes from CH candidates, each member evaluate the
trust level of other members according to their
behaviorand generates the corresponding trust values. We
look into the trust value in the previous round and the
frequency of CH declaration in the current round to
generate the current trust value. Initial trust value is
always one. After getting all trust values of the current
round, each member obtains the average and removes
some nodes whose trust value is lower than the average
from the CH candidates. Details of the first step are
depicted in SectionlV.A.A round’s second step is split
into multiple frames and a frame is again split into
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multiple data transmission slots and the aggregator
transmission period. Note that the number of data
transmission slots in a frame is same as the number of
members in the cluster. Once a CH is elected in the CH
election period,it fulfills its role during the rest of the
frame to receive the data from its members. Therefore,
the time length of a CH role fulfillment period is almost
same as that of a frame.Over the course of cluster
formation,each member recognizes its transmission
schedule delivered from the sink and it wakes up in its
transmission slot and sleeps during other slots. Fig. 2
shows how our scheme is operated with the lapse of time.
Note that all members should wake up every CH election
period to elect a new CH during the current frame. The
election depends on the CH winning probability which is
explained in detail in the following subsections.If a node
is elected as a CH, it broadcasts a CH declaration
message to preventa duplicate CH declaration of other
members. At the aggregator transmission period of a
frame, the corresponding CH aggregates the received all
data and delivers the aggregated data to the sink. Note
that a member employs its pairwise key to securely
transmit its data to the CH and the pairwise key was
previously established between nodes. We explain the
second step in Section 1V.B in detail.

A. Removal of Suspects

At each start of round, each node estimates trust level
of other members in the same cluster. Let R/ be node i’s
trust value in a round kwhile all R} is one. Each node
can compute node i’s trust value in the previous round
through expected CH frequency ( F') and real CH
frequency ( F') of the node i. (1) shows how the
expected CH frequency is generated where p! , |

frame’

and | mean CH winning probability, time interval of

a frame, and the time interval of a round each. Also, to
give all nodes a fair opportunity of becoming a CH, we
settle the CH winning probability of each node as (2)
where n_ ., T., TciH mean the number of members,

current time, and node i’s CH declaration time
respectively.
F = [Pvim xAround 0.5J @)
frame
Pv\i,in = 1 < .1 e Te —Ten 2
ncand Frl +1 Tc

Now each node’s trust value for the previous round
(R} ) isgenerated using F'and F' asshownin (3).

Then, each node’s current trust value can be computed
using the previous trust value ( R}, ) and the total

frequency of CH role fulfillment (F/, ) as shown in (4).

Namely, a current trust value becomes also high if its
previous value is high while it decreases as the total
frequency of CH role fulfillment rises up. Note that the
F.' returns to zero whenever each new round starts.



Lecture Notes on Information Theory Vol. 2, No. 3, September 2014

i 1
R, = - 3)
max[F! - F/ 0]+1
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In a cluster, the average of all current trust values is
computed and employed to screen out some
disreputablemembers from the CH candidates. In other
words, some members whose current trust value is lower
than the average are expelled from the CH candidates.
Survived members set the expelled members’ current
trust value to their previous value.

B. CH Elections and Data Transmissions

1) CH elections

After the removal of suspected nodes, each member
elects itself as a CH or becomes a member of a CH
declaration node according to the CH winning probability
(P} ). The role determination depends on the ‘first-

come-first-served’ principle. That is, when the CH
winning probability of all members is equal, the first
declaration node becomes a CH and other members
become the members of the CH. The CH role is valid
during the current frame and after that a new election is
performed to give a CH role to a different member during
the next frame. This approach’s advantage is quite
straightforward. Even if an attacker succeeds in
compromising a member, its CH role duration time is too
short to gain a sufficient amount of information.
Furthermore, since the CH winning probability decreases
by1/(Fi, +1) wheneverthe node fulfills a CH role and
the opportunity is equalized by (r —T/,)/T,, it can
hardly become a CH again during the rest of the round.If
no CH is elected in a CH election period, each member
doubles the CH winning probability and reelects a CH.

2) Data transmissions

In a CH fulfillment period, the elected CH gathers data
from its members and each member wakes up in its
assigned time slot to transmit its reading and sleeps
during other nodes’ time slot. At the end of a CH
fulfillment period, the elected CH transmits the
aggregated data to the sink. Then, the next CH role
fulfillment period starts again.

V. ANALYSES

This section provides the security and overhead
comparisons of our scheme and a rival scheme(that is,
Holczer’s scheme). We identify the CH role duration time
of compromised nodes and the message volume that
compromised nodes get from members as two security
metrics. Then, we analyze the communication and
computation overheads of two schemes. We list the
variables and their values used for these analyses in Table
l.

First, we focus on thesecurity aspects of Holczer’s
scheme.The CH winning probability of a compromised
node( pc ) is computed by (5). Next, we can get
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theexpected number of compromised nodes (ge _)using

(6).Because Holczer’s scheme has no mechanism to expel
a compromised node from the network during its
operation, a compromised node can keep doing its
malicious action.So, we can get the CH role duration time
of a compromised node (p; )using (7).Last, we can get

the sum of CH role duration time of all compromised
nodes ( pger) using (8).

Py = Te 2 )
n r’|cand
E\:/in = P\c\(/:in x ncand xC= Cnc (6)
n
DiCH = Iﬁ X (ti+1 -t ) @
D& =D, (®)

i=1
Concerning our scheme, the CH winning probability of
a compromised node is computed by (9). Since there are
n.,.,hodes in a cluster and c clusters in the network, we

can get the expected number of compromised nodes using
(10).Because our scheme expel compromised nodes from
network during every suspect removal period, CH role
duration time of a compromised node can be reduced to
theremaining time until the next removal period as shown
in (11).Therefore, the sum of CH role duration time of all
compromised nodes can be obtained by (12).

pe — &X 1 x l Tc _TCiH (9)
wn n n,, F'+1 T

c

Evcvmzci“" ne 1, il T.-Tew | (10)
=\ n n F' +1 T

cand c

D(‘:H = i(EX ! ! J[TC _TJH j(l round 7ti mod Iround)(ll)

T X—
S\n'n., FX+1) T,

cand

D =" DL (12)
k=1

Because we have the CH role duration time of all
compromised nodes, we can estimate how many
messages they can get during the network operation time.
To this aim, each member is assumed to sense d messages
in a round and delivers them to its CH. So, the number of
messages collected by a CH is g xn__ . Therefore, we

can get the number of whole messages that compromised
CHs gather during a round using (13).

M gy = D! 4 Meana (13)

comp I
round

Now, we illustrate the above analyses by substituting
some variables with real values. Network operation time
is set to 1800 seconds and a compromise period is set by
dividing the network operation time by the number of
compromised nodes. For instance, if we have 10
compromised nodes, we have a new compromised node
every 180 second. The real values which substitute the
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variables are shown in Table I. Fig. 3 shows how the
increase of compromised nodes affects the CH role
duration time of compromised nodes. As depicted in Fig.
3, our scheme significantly reduces the CH role duration
time of compromised nodes. This result is caused by two
facts. First, since our scheme rotates a CH role during a
round, the CH role duration time of a compromised node
is very short and transient. Second, since our scheme
periodically excludes untrustworthy nodes during the
suspect removal period according to trust level of nodes,
compromised node hardly survive the exclusion process.
On the contrary, Holczer’s scheme has no mechanism to
exclude some disreputable nodes from the network. This
makes a compromised node can keep doing a malicious
action since its birth. That is the reason why the CH role
duration time of compromised nodes grows up rapidly as
the number of compromised nodes gradually increases

TABLE I.  VARIABLES AND THEIR MEANING
Variable Meaning Value
n Population of nodes 100
ne Population of compromised nodes 10~50
¢ The number of clusters 10
Neang Population of members in a cluster 10
oy Population of CH candidates in a cluster( < ncand) 10
L couna Interval of a CH election round 30 sec
d The number of messages each sensor reads during 30
a round
t Time wheni-th compromised node happens
Poin CH winning probability of a compromised node
Egin Expected population of compromised nodes
o CH role duration time of the i-th compromised
CH
node
D&Y CH role duration time of all compromised nodes
M The number of messages which compromised CHs
o gather from members
—+—Holczer's scheme
—e— proposed scheme
82 1000
3T
B3 /M
S o l
S g 100
% €
38 10
5=
o 9
73 /0—"/.
22 0.1 pa—
0.01
10 20 30 40 50

The number of compromised nodes

Figure 3. CH role duration time of compromised nodes.

Fig. 4 shows how the increase of compromised nodes
affects the volume of messages that compromised CHs
gather from their members.As depicted in Fig. 4, our
scheme greatly reduces the message volume exposed to
compromised CHs. Because our scheme significantly
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reduces the CH role duration time of compromised CHs,
the data volume that the compromised CHs can gather is
also reduced accordingly. Holczer’s scheme has no
mechanism to screen out a compromised CH even if it
hides a CH election process from not only external
attackers but also internal attackers.Therefore, a
compromised node can keep gathering data from
members since its first CH declaration. That makes the
difference of data volume that compromised CHs gather
is quite big as depicted in Fig. 4.
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Figure 4. The number of messages that compromised CHs capture.

TABLE Il. OVERHEAD COMPARISON
Scheme | Communication overhead Computation overhead
ls-lcilgéeer’s o(n?) O(n) exponentiations
Scl;reme o(n) O(n) arithmetic operations

Next, we compare overheads of two schemes. First, we
investigate the communication overhead of two schemes.
Holczer’s scheme makes each node
transmit r(n” + n+1) messages during network operation

time. Here, r is the number of rounds and n is the
number of members in a cluster and consequently its
communication overhead is O(n?) .On the other hand,
our scheme makes each node deliver r(n+ 2) messages
during network operation and its communication
overhead is O(n) . Next, we investigate computation
overhead of two schemes. In Holczer’s scheme, each
member executes four exponentiations for two messages
and knowledge proof and receivers executes
4n—4 exponentiations to verify the knowledge proof sent
from n—1other members. Because, each node executes
4rn exponentiations during the network operation time,
its computation overhead is O(n) exponentiations.
Contrarily, our scheme makes each member execute four
arithmetic operations for every other member during a
round. Therefore, each node executes 4r(n—1) arithmetic
operations during the network operation time and the
computation overhead is O(n) arithmetic operations.
Because the overhead of an exponentiation is much
heavier than that of an arithmetic operation, our scheme’s
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computation overhead is much lower than Holczer’s
scheme. Table 11 shows the overhead comparison of two
schemes.

VI.

In this paper, we presented a secure CH election
scheme which greatly mitigates the bad impact of
compromised CHs on the network. To this aim, our
scheme employs two promising techniques.First,at the
beginning of each round,our scheme measures the trust
value of nodes and screens out some untrustworthy nodes
from CH candidates. Second, during the remaining time
of each round, our scheme periodically assigns a CH
roleto one of the survivors in a round-robin manner.We
evaluated the security of our scheme and a rival scheme
through analyses. Our scheme exceeds over the rival
scheme in terms of CH duration time of compromised
CHs and traffic volume that the compromised CHs
collect illegally. Furthermore, the following performance
analysis showed that our scheme causes much less
overhead than the rival scheme. As a future work item,
we plan to do some simulations using a well-known
simulator for proving the security and performance
superiority of our scheme over other schemes.

CONCLUSION
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