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Abstract—In digital word security is a most important issue 

and data hiding with image cryptography is one of the 

possible ways to ensure the security of the important 

message from outer world. In this paper we proposed a 

novel technique that encrypted the message such a ways that 

the message encoded as well as hidden in an image. The 

proposed solution is to use image cryptography to hide 

textual message. The proposed technique use of an 

encryption technique that is based on Fibonacci series & 

image encryption and a secret key generated from the 

image. 

 

Index Terms—security, image cryptography, encryption 

technique, Fibonacci series, image encryption, secret key. 

 

I. INTRODUCTION 

Security is a most important issue in communication 

and encryption is one of the ways to ensure security of 

the communicated message. Encoding is the 

transformation of data into some unreadable form. Its 

purpose is to ensure privacy by keeping the information 

hidden from anyone for whom it is not intended. 

Decoding is the reverse of encoding; it is the 

transformation of encrypted data back into some 

intelligible form. Cryptography is popularly known as the 

study of encoding and decoding private massages. In 

cryptography, encryption processes are used in 

transforming information using an algorithm to make it 

unreadable to anyone except those possessing special 

knowledge, usually referred to as a key. The result of the 

process is encrypted information. The reverse process is 

referred to as decryption [1]. 

Steganography, which literally means “covered 

writing", Steganography is the more conservative 

steganography are well known and widely used 

techniques that manipulate information (messages) in 

order to cipher or hide their existence. These techniques 

have many applications in their Computer science and 

other related fields: they are used to protect e-mail 

messages, credit card information and etc. Steganography 

[3].Cryptography and steganography are well known and 

widely used techniques that manipulate information 

(messages) in order to cipher or hide their existence. 

These techniques have many applications in their 
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Computer science and other related fields: they are used 

to protect e-mail messages, credit card information and 

etc. The proposed solution is to use image cryptography 

for disguising encrypted or normal textual information. 

This is a hybrid technique that inherits features from 

steganography and cryptography. Data hiding is a method 

used for hide information within computer code. By 

hiding the data, it's much harder to crack the code, 

because the data will appear invisible to the objects and 

the hacker. 

A. Image Processing 

It generally refers to processing of a two-dimensional 

picture by a digital computer.A digital image is a 

representation of a two-dimensional image as a finite set 

of digital values, called picture elements or pixels.Pixel 

values typically represent gray levels, colours, heights, 

two major tasks  

 Improvement of pictorial information for human 

interpretation  

 Processing of image data for storage, transmission 

and representation for autonomous machine 

perception. Where image processing ends and 

fields such as image analysis and computer vision 

start. Our proposed method is one of the 

techniques used to encrypt the images by dividing 

the original image into transparencies. The 

transparencies can be sent to the intended person, 

and at the other end the transparencies received 

person can decrypt the transparencies using our 

decryption method and key image, thus gets the 

original message. 

B. Image Stenography 

Steganography is the art and science of invisible 

communication. This is the hiding information in other 

information, thus hiding the existence of the 

communicated information. Steganography is derived 

from the Greek words “stegos” meaning “cover” and 

“grafia” meaning “writing” defining it as “covered 

writing”. In image steganography the information is 

hidden exclusively in images [4], [5].Extremely difficult 

to detect, a normal cover message was sent over an 

insecure channel with one of the periods on the paper 

containing hidden information. 

To ensure the security of the important message in 

communication, by the data hiding with image 
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technology   to   hide   any  secret  information  within   an 
image. Steganography [2]. Cryptography and 

 [18]. Then the image processing focuses on opacities etc
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cryptography. We proposed a novel technique that 

encrypted the message such a ways that the message 

encoded as well as hidden in an image. The proposed 

solution is to use image cryptography to hide textual 

message. The proposed technique use of an encryption 

technique that is based on Fibonacci series & image 

encryption and a secret key generated from the image. 

II. RELATED WORK 

Existing cryptographic and steganographic mediums 

suffer from a myriad of attacks. Johnson (1998) has 

studied such attacks on image steganography while Pal et 

al. (2002) has studied similar attacks in the context of 

audio steganography. Even though cryptography and 

steganography are exposed to so many probable attacks, 

very few people have given a thought to find alternate 

ways to transmit information. Fisk et al. (2002), point out 

the weaknesses of TCP/IP protocol suite and discuss how 

those weaknesses could be used as covert channels for 

secret communication, whereas Bao et al. (2002) focus 

on using communication accessories like email headers 

etc for secret communication. 

A. Visual Cryptography 

Visual Cryptography is a secret sharing scheme which 

uses the human visual system to perform computations. It 

received positive attention by the research community 

subsequent to its presentation by Naor and Shamir (1995) 

in the mid 90s. The basic principle behind visual 

cryptography is the use of superimposed images to reveal 

the secret. Each individual image can be considered as a 

cipher, and the corresponding image may be regarded as 

a key. It can also be interpreted as a graphical form of one 

time pad. Xiao et al. (2000) present a novel way to hide 

information with the aid of visual cryptography. They 

concealed a secret message using two innocent looking 

images [9], [10]. Once the two images were 

superimposed the secret text was revealed. They used a 

hybrid technique, which is a combination of visual 

cryptography and steganography to hide information. But 

Xiao et al. (2000) did not offer a disguising component to 

conceal the use of cryptography. 

B. Image Cryptography 

Image cryptography hasn’t been widely studied as 

normal cryptography or visual cryptography. It was used 

by Zenon et al. (1997), to encode digital media (images 

and video) to provide confidentiality and intellectual 

property protection against unauthorized access. They 

proposed a version of digital image cryptography by 

using random phase mask for encrypting image. Here the 

authors consider image encoding as a new form of image 

encryption [11], [12]. They accomplish this using a 

transformation technique based on random phase masks. 

Their technique of encryption consists of four major steps 

[13]. Fourier transform of initial image, phase 

modification, inverse Fourier transform and finally image 

conversion. Zenon et al. (1997) used image cryptography 

and steganography to increase security, but they have not 

considered the use of image cryptography to disguise text 

cryptography, which would provide enhanced privacy 

and confidentiality in cryptographic communication. 

C. Image Steganography  

Image steganography has been widely studied by 

researchers. There are a variety of methodsusedin 

whichinformationcanbehiddeninimages. Some of them 

are described here [6]-[8].  

 Replacing least significant bit: In image 

steganography almost all data hiding techniques 

try to alter insignificant information in the cover 

image. For instance, a simple scheme proposed by 

Chen, is to place the embedding data at the least 

significant bit(LSB)of each pixel in the cover 

image [Lee et al. 2000]. The altered image is 

called stego-image. Altering LSB doesn’t change 

the quality of image to human perception but this 

scheme is sensitive a variety of image processing 

attacks like compression, cropping etc. 

 Replacing moderate significant bit: Chan and 

Chang showed how to use the moderate significant 

bits of each pixel in the cover image to embed the 

secret message. This method improves sensitivity 

to modification, but it degrades the quality of 

stego-image. 

 Transformation domain techniques: Other familiar 

data hiding techniques use the transformation 

domain of digital media to hide information 

[Chang et al. 2002, and Hsu et al. 1999]. 

Functions suchas the Discrete Cosine transform 

(DCT) and the discrete wavelet transform (DWT) 

are widely applied [Fabien et al. 1999, Chang et al. 

2002, and Hsu et al. 1999]. These methods hide 

the messages in the significant areas of the cover 

image which makes them robust against 

compression, cropping and other image processing 

attacks. 

III. METHODOLOGY 

A. Read Image and Text 

First, user given a secret message and choice a covered 

image. 

>>user_entry = input('Enter a String?:', 's'); 

The response to the input prompt can be any MATLAB 

expression, which is evaluated using the variables in the 

current workspace. 

user_entry = input('prompt') displays prompt as a prompt 

on the screen, waits for input from the keyboard, and 

returns the value entered in user_entry.  

user_entry = input('prompt', 's') returns the entered string 

as a text variable rather than as a variable name or 

numerical value. 

>> A = imread('circuit.tif'); 

A = imread(filename, fmt) reads a grayscale or color 

image from the file specified by the string filename. If the 

file is not in the current directory, or in a directory on the 

MATLAB path, specify the full pathname. 

The text string fmt specifies the format of the file by its 

standard file extension. 

Encryption process 



ASCII Convert: 

a=double(r); 

B. Fibonacci Generate 

In mathematics, the Fibonacci numbers or Fibonacci 

series or Fibonacci sequence are the numbers in the 

following integer sequence 

 
By definition, the first two numbers in the Fibonacci 

sequence are 0 and 1, and each subsequent number is the 

sum of the previous two. 

In mathematical terms, the sequence Fn of Fibonacci 

numbers is defined by the recurrence relation 

1 2n n nF F F                        (1)
 

With seed values 

0 10, 1F F                         (2) 

C. Random Number Matrix 

out = randint(n,n,[1,100]); 

out = randint generates a random scalar that is either 0 or 

1,  

with equal probability. 

out = randint(m) generates an m-by-m binary matrix, 

each of whose entries independently takes the value 0 

with probability 1/2. 

out = randint(m,n) generates an m-by-n binary matrix, 

eachof whose entries independently takes the value 0 

with probability 1/2. 

out = randint(m,n,rg) generates an m-by-n integer matrix. 

Ifrg is zero, out is a zero matrix. Otherwise, the entries 

areuniformly distributed and independently chosen from 

the range 

 [0, rg-1] if rg is a positive integer 

 [rg+1, 0] if rg is a negative integer 

 Between min and max, inclusive, if rg = [min,max] 

or[max,min] 

D. Key and Encrypted Image 

Key: 

y = imcrop(x,[0 0 n n]); 

Retrieving the coordinates of the crop rectangle. 

imcrop copies a four-element position vector 

([xminyminwidth height]) to the clipboard. 

imwrite(y,'d:\b.tif'); 

imwrite(A,filename,fmt) writes the image A to the 

filespecified by filename in the format specified by fmt. 

Encrypted image: 

imwrite(r1,'d:\a.tif'); 

imwrite(A,filename,fmt) writes the image A to the file 

specified by filename in the format specified by fmt. 

Read Key and Encrypted image 

x2 = double(imread('d:\a.tif')); 

x1 = double(imread('d:\b.tif')); 

double(x) returns the double-precision value for X. If X 

isalready a double-precision array, double has no effect. 

imread(filename, fmt) reads a grayscale or color 

imagefrom the file specified by the string filename. If the 

file isnot in the current directory, or in a directory on 

theMATLAB path, specify the full pathname. 

E. Decryption Process 

Result = Encrypted image – Key image 

Read the Diagonal value of Result 

Retrieve the left to right diagonal values of Z matrix 

If i == j 

M(i) = Z(i,j) 

F. Fibonacci Generate 

In mathematics, the Fibonacci numbers or Fibonacci 

seriesor Fibonacci sequence are the numbers in the 

following integer sequence 

 
By definition, the first two numbers in the 

Fibonaccisequence are 0 and 1, and each subsequent 

number is thesum of the previous two. 

In mathematical terms, the sequence Fn of 

Fibonaccinumbers is defined by the recurrence relation 

1 2n n nF F F                              (3) 

With seed values 

0 10, 1F F                                (4) 

A. Convert ASCII to string:  

char(X); 

char(X) can be used to convert an array that 

containspositive integers representing numeric codes into 

aMATLAB character array. 

IV. FLOW OF WORK 

 
Figure 1: Diagram of flow of work 

I am an Indian. 

 
Length = 15 

 
Sum= 

 
Random Number 15 X 15 Matrix 
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Encoded message in the matrix: 

 
 

 

Figure 2. Crop image matrix 

 

 
 

Encrypted matrix: 

 
 

 

Figure 3. Encrypted image 

Encrypted matrix 

 
+ 

Key matrix 

 
= 
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I am an Indian. 

V. ALGORITHM 

A. Encryption 

1. START 

2. M  Read a text message from user. 

3. C  Convert Message to ASCII code using 

double function in Matlab 

4.  N  Calculate the length of the message 

5.  F  Generate the Fibonacci series up to N 

6. TTranspose the F matrix 

7. S  Addition of C and T matrix 

8. R  Generate Random number 1 to 100 by 

randint( ) and store it N X N matrix 

9. Generate a (N x N) matrix 

If i==j 

 A(i,j)  S(i) 

Else 

 A(i,j) R(i,j) 

10. X  Read a Image by imread function 

11. Y  Crop the image by imcrop(X,[0 0 N N]) 

12. G  Change the data type of Y to double by 

double() 

13. Write the matrix G as image format in the 

memory by imwrite() 

14. E  Adding two Matrix of A and G 

15. Write the matrix E as image format in the 

memory by imwrite() 

16. STOP 

B. Decryption 

1. START 

2. D  Read The Encrypted image from memory 

3. B Read the Key image from memory 

4. Z  Subtraction of D and B matrix 

5. N1  Calculate the length of Z 

6. M  Retrieve the left to right diagonal values of 

Z matrix 

If i==j 

M(i)  Z(i,j) 

7. M1  Transpose the M matrix 

8. E  Generate the Fibonacci series up to N1 

9. E1Transpose the E matrix 

10. P  Subtraction of M1 and E1 

11. Result  Convert ASCII to String and show the 

message. 

12. STOP 

VI. CONCLUSION 

In this paper we proposed a novel technique that 

encrypted the message such a ways that the message 

encoded as well as hidden in an image. The proposed 

solution is to use image cryptography to hide textual 

message. The proposed technique use of an encryption 

technique that is based on Fibonacci series & image 

encryption and a secret key generated from the image. 
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